
 

 

Challenge 
Name: 

Develop a Cloud solution framework for compliance and 
regulations like General Data Protection Regulation GDPR 

 Service 
Unit: Cloud 

 
Key Challenge statement: 
 

To create an end-to-end framework for new service/ product development on Cloud with respect to the 
General Data Protection Regulation (GDPR). It would be interesting to see if we can have some solutions/ 
frameworks built by leveraging our existing IPs. 
 
Background of the challenge: 
 

There are a wide range of regulatory and compliance constraints that limit the locations cloud workloads 
can run, for example the impending requirement to support GDPR will have a huge impact on any business 
trading within the EEC. 
 
Suggest how solutions can be created around this that can help address these challenges for a business 
or technical leader to choose a suitable cloud provider. 
 
Scalability of the challenge 
 

The GDPR (Regulation (EU) 2016/679) is a regulation by which the European Parliament, the Council of 
the European Union and the European Commission intend to strengthen and unify data protection for all 
individuals within the European Union (EU). It also addresses the export of personal data outside the EU. 
So the scale would be product/ services in the EU market. 
 
Which major business vertical does this challenge impact/pertain to? 
 

Retail | Manufacturing  | FS | Healthcare 
 
Potential business which could be opened if the challenge is solved: 
 

Less than equal to 250MN 
 
Nearest solution or player with development in this space? 
 

Cloud 28 
 
Why this challenge is critical for HCL:  
 

As there is increase in regulation/ compliance penalty if provider goes wrong, it is a mandatory 
requirement 
 

Expected solution’s guidelines 
 

 The framework should cover the GDPR aspect with respect to cloud/ data on cloud 
 It should be an end-to-end framework leveraging existing services/ frameworks 
 Regulatory compliance adherence and information check  
 Right fit from compliance perspective (domain) 


